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NNYPNOMPY MWIT .6
111793 NN MOMINI NP MNYI IPITI PHRINN HY NNYRNN NMINYI DI NV
MM VY P2 WAN 72m Class C 2 nmovw LAN nwpn nva — IT nwpn nva 6.1
DXNDN DNHNN OMNNP NYIL .NPPIN MIND 4 H919N (P12 YW 1IVN IP) VYD 271 100
.FortiGate 100F 55151 Fortinet S¥ y11n NNLAN TN (DNNN XD POM SN PHN) oMY
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.199) LAN 7 VLAN »2) 5y AVAYA 13590 — NAS0N NOWNY NNIVPN Nv 6.2

.M799 VLAN mnwia monnn oonr WiFi nva .6.3

YA DI HONPY NDYIM DN ON NNYPNN MNYI DY NIV NTI90 NI NYATIN NOaNN .6.4
noyan 9 o (Forti Switch + NGFW) Fortinet 118 mysnNa nwn Y52 DINNSY D199
AT -n 1w Sy 0D POIR MY SOC >NV

(MY 721 225NN POND YTHN DIWM) 365 INYT XMWY NPRNN .7

NNPYOT NRYPNY VNDIPMI AN DI D19V (D»P tenant) PHNIND 365 N0 NPRNN .7.1
NNPYI DIWITIV DI (PITHN YT 1Y) business w2 — PRnn M1 9 Dy DIINNN
.00

NPYT ,DOWINDD DINNIDY PHYIN YTIVHNI DOVHNYNM NTIAYN NNNN Y9 P2 7ayn 7.2
INYTN NN AWNNN DY IMIPN 290X DI NHDY INYT NP NIAYN 365 D INIT D919 MPN
LDMINDDON DAV 365 INIT IXMPYD TN DIVNNYNY YPD 1D 10D .Y DYTNN

DYYINI DTN DIVHNYNY DIOMYN WP SWIN) DNNY INTOY DY WTINHD NITHIM NPT 7.3
(MPYNN YO5MINY H79I NN OIITI) NIV NIV NTIAY N NMAND

shared NRYPM ,0%90N OMND DY DXWNHNWNY alias NITHN ,NINMP INIT MDN DINNY 7.4

.DYMYN DMNPYNNK DN INYT O WY NIy mailboxes

INYT MDY PPV N2 OMPY NI NNPN PIYY MYT .8

DONAPY INIT MDNY INXR X VEEAM My mysnNa mdsprdac M) smydy niHn 8.1
2365 VDITNPM MY DIDNINDN DMININ

MmN MN2N NS TIY MY IR VEEAM 5v 2820971 %120 NOyN NAIVY M) RSP 8.2
2N . TIER3 jpN2 nTmyn 0XNIY NN PADN HY PYA DM NIYD NPPIM DINIP ,INYT
TYUNS IPNNIY MYTIN NPNY 1D DIXIP N2 MNT 7 NPHY 55151 snapshots nNsna ysd
PNRYAN 7NN NITIN 29D IN MY MNAD

191 Dashboard »v>32 1R300 970310 N2IVY N2NN NIWND YHRNYH PYNNn TRy’ paon .8.3
955 DOWNNYN 2 DY 9PN NINT ,D7RIT MM DXNIP MNINY N 1) 01200 10D NV
MNan

Y079 5NN PYA, 0NNV DNV TIVNI NOYIM NONXR DI OMPY .9
AMNYN” HPND) NORN PADNN NYITIN PY2 NIWNN MDY NHYIND HYITY HOINNDIN N8N oY
:("5Por0a
MYITI NTMIYN HNIYA DINIY NN PADN KW SV PY2 DINIY PNONK MDY NPION 9.1
.oy TIER3 ypn

IS0 27001 ypn myaTa NTRY M2 YTNRN NNVIRY MNPVIN NPN D52 TYN MINN 9.2
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1 5w ooNmN A8P2 PIN (ISP) DX VYTVIRD YMPY NITYD PODN NIV P2 NNN 9.3

VITLIN DI 2N NXYPN.(upstream downstream bandwidth) 9™ Nown X\ya Gbps
NAVY PRTHN SV OMPN IPA WHNY PADN YD NIV DIVND 27N 100 — NIANND NAIVY
(01N HPNYN DY XN IPN) NN

DMRMN 0P Y9151 Flash SSD »on 0po>T 20TB mNaY 95150 %591 NoNX TN 9.4
N2 G0N NONN TIVN .0XNIVN ¥WNY NONNRN TN P2 10Gbps Hv 011M) nYayn a8
955 .SAS DMNON DYPOMT TN Y9151 SAN NN DINIP NOINY 02N N2VY 20TB Hv
NY .19) DELL EMC, HP, NetApp, IBM, Hitachi : ©52100 0980 N3N NONRD Y9N0
(Synology ,QNAP nn»73) NAS NONNX TIYN 723 DY NONNR NRNPN NOYINT NN 2p5»

MY 24 MNAY S NIRYPN WHN Xeon Gold Edition S0»X »1ayn ©01In 0N TN 9.5
JPTIN NVY OV NI 128GB mMNaY 191 N1 (cores)

Hyperconverged »pao 5w m8HONIVI NN X VMware 0912n msvONIvIM TN 9.6
90 DY DNV P2 NINON NIYN MY Paonn 1) Nutanix ,HP ,DELL nnxTo
IV INN / NNYPN TN 7/ NIY N9 IX YW DY 1Ipna (VMotion nnxTd) 02w NoNN

NINOYND MIVANRI PRTNHN INNRD 7PNPIZITN NN OMPY - PIIN DY OOP NIYD NN NOWN 9.7
2IUN ANNRD YUNRT INNA 2YN DY NVONN NYIAPN MPT 60 TV TIN2 MOIWNN

MPNN1A Active-Active N7I¥N2 NONRN NDADY DXNIYN NIV P2 DONNN NNYPN NN 9.8
.10Gbps v

NOIYN MYNNNI NYIL MOYAN D95 DY V) MODIDN NPODIN YN NNVIX MWD .9.9
.SolarWinds nm 75 Network Operation Center

DYNIYN NOYIN N8N .10

N2 MY NIDIN ,DINIY W INA DNNN PYH DONIY NOYIND NN MYSN YaPY wpan pninn
2Y ,MNMPN NPIVIARD DD N1NI NVY . PNOTINT OPPN DIXNIVN TN NPMIPN NN ONOYIMN
PPN NINNA MY NIPNN ,NIY NIPNN NPION ,WIT IN/ PYI DONIY NNSN INNNY DOWNNN

:TPMIPN NOYON NNN.10.1
Dell PowerEdge R650xs N77o1n DELL n9v mpnm npaox ,nw»o9  .10.1.1
(VY NN
Intel Xeon Silver 4309Y 2.8G, 8C/16T : o>1ayn (2) v .71
2 X 240Gb SSD SATA Read Intensive ) msHONIVI NOWN NIAY DXPOIT 2 5W TN .0
4x 1.92Tbh SSD SATA) .datastore YoNxX M2y 0*po>T 4 + (6Gbps 512 2.5in Hot-plug CK
.(Read Intensive 6Gbps 512 2.5in Hot-plug CK
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TPNVINIVIN NIIWN MHPNM NPOON  .10.1.2
6 CPU licenses of vSphere Essentials (for : n951on VMware vSphere Essentials Kit : w17 )0

.3 servers with up to 2 processors each) and 1 license for vCenter Server Essentials

NoYaN NIIYN MPNM NPION  .10.1.3
.Education 7n »v>12 Windows server 2022 std — 48 cores : ¥ T 10

NYTNN N2>200 DN DXNIY NIOM NN My .10.1.4

NN, DNPONIVI NI ,NIIN NNPNN,NINOTND DY DXNIVN TN NP MPNN NODD NTIAYN
DXNIVYN N2DN NYTNN N2X20D YN DD NADN NN NYYIN MWD MIPNN,NPINIVI MNON
windows nYyan 'yn N2>200 DIMNNIN NIV NMIDIND NIPNNA NIDND YPOOY YPD MY NH»PN
.DWUITIN DNIVN D95 D 2022
:WUTNN NIYY NIAYND OWATIN DINIYN

DR PINITHNN RIN YN WTNN PIDTY DOVNNYN NN MY — 9D X T DC nw .o

DNIAP NI MY D

NIAYIVN NN NIY NVIPIVIN NI N

PHRIRN NAY DOWITIN DINIVN : (DDNNN PY SMPY) PO0N YW DXNIW NN NYYON NNISN.10.2
(1T D) 19NN POLN YW DXRNIWN MNNA -
TPYTINN NPD 0N NYXANNN PN KO IIRIPENN WITHY DIMPY DIOP : NN

oy VAT W MO NIV MNON nv | #
90U NIYN
n2y90 'yn N3N | mnn PR intel Xeon gold edition Tayn | 9 v |1
Windows 2022 D0IN | 16 NP PIIDT (MDY 4) 877 2.4 MINAY DXVNNYN
2555 e 500 273 150 Y0 N¥P NONX NS ,DDR4 a7 DC
DVDnYnn .Flash SSD nmsna
35 -3) — (CALS)
(D>wNNWN
n2y90 'y | ONIVNNIN [ My PR intel Xeon gold edition Tayn | M v | 2
2022Windows 16 NP PO L, (MDD 4) 87N) 2.4 MINAD (23 p)
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.o»p 16 NP P L, (MDD 4) ¥7N) 2.4 MINAD NPSPDIN
273 300 V) N¥PIN PONX N9 ,DDR4 2773 may
Flash SSD nmsna -navavn
NO» MY n>¥aN | OHXXNIN OINIWN DD DY INPIDAN NN | yHRN NN | 4
NN MNPOIHIY DY0IN | INN P2 MNVPNN PNODNN INND NYaVa PNOIND
onIvn 555 Sv NNMYPN NN DO MNINN INRD SURIN | DY DTN
vITIN Jagdalp)l 200 | DY DMP NWY
.N9Y NY2N NOD PNRIIND
TYND MY MY n>an | POy OO N 100 P PRI MYIA | ISP smydw | 5
(VAR NNLIAN D0AN | DY DONIYN NN NLAIND NN ISPY DMP
MPY  NYHYIND .PooN
NNLIANY MV Firewall, na»n >»mydy 20 Dy Poon
PAON TIN .DDOS mopnn »aa nnm IPS, Sandbox
TN noIYN N2%aN | NPYID DOYNNYNI PININD NN SMPY MPY | 6
NYT NI2YM N9 DDIAN | Y MY TN MYNNNI NN VNN 190N
TIANNY YWTIN MYAIT 190 PN NINNN NN POON [PALAR)A)
VY9 pPAR) N MPN IANNY PYDI MOLNINN MPYN | DVWNHNYNI
,MOPNN 3oND N8N NS 7290
DYYavVN ,ONNTNH
NN NN
MNP NI,
.(xIs VNP9I)
- NN | MP T NIV OITN PRITIND ORIV NYIN | XDV NN | 10
DDA | IV, NNVPN,DONIVY ,NNP TN, D IVNN NNROINY

SV MNOVN 7/ NTIAY NN 19 HYY NN
JINOTINA 2IWNNN OIRINN

mMyy 4 mNadd vNiNa Oys :wIT) TYIN
NUNNN ONINK DY DWNONA .Y
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MNNOTND [ MT 2% MPTN 29 MO N2D DONAPOND | #
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n99n 10 ") Daily DOVINIPON | (Data  Files) DB »syap | 2
DY) 8 »wav Weekly N9 | NPSPYAN [ INIT ONIWN
traffic 12 >wTIN Monthly NOn SQL »nwv
(nxa 4 1w Weekly Non (M) VM maon | 3
3 >ny Daily YHVINIPIN YNRNWNONIPYDIMNI0 | 4

139 559U MIIYD VN YN NNLAN MVYIIT .12

NP NPYTA0 ©MINPN DXVDIINY SOC 51172 NN 551010 PMIN SOC TP DPYaND WIT» Paon

NN PADY WA POON .YXINN NYIN NDI DT, I8 MY nysinn SOC Noyn VY9 .12.1.1

AT D nwad ¥ SOC NHOMPY YN NNVLIAN IIIN

: DYNIAN D225970 NN NIYNN YINDN PINY YITH PN

30 -2) PPN MY 0MPN DNNNM DXONIN 9P M MWD MY 711 NTmYN SOC

(NMNMYPN NNN 3 -5 ,0°9°9 DXV 80 -5 ,DOYNNYN

: DYNIN OXYNN VYD 12.1.2

5NN MYNNNI DIYPNRD IPNIPIN.12.1.2.1

N1 NN 12 DIWPRM YN P2XD NOIYN DIDMPN MISINNRM PO NPN 19IN.12.1.2.2
VOYIIND — IPIND YT DY THIRNNYN NITHINN

NOYNN MYSNNI DWPNN IPN 19IN.12.1.2.3

N1 NN 12) DOWPRM YTNIN 12XD NN OIDMPN MISINNM PXONPN 19IN.12.1.2.4
VOYDIND — IPIND YT DY THIRNDNYN NITHINN

NN VYYD Y .NPIAYN NAYD NNRNNN N> NNY WHNYNND PYNND MNNDNT.12.1.2.5
9905 ,0VNNN D097 I1901) , NI MNY , 00NN MO : NN MY
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YN NIAYM OPYNN ,DMNIMP DTN NDIWNN DY MIANIN NIMIWOR.12.1.2.6
Firewalls -n 1% GPO n M>wyo M1 : P71 XD TR M2, PN MOIWNn»
N Mvaa nn»pn Endpoint security 1 no9yn (D0 00) NN TP

;DN POON .12.1.3

NNVIAND DMIXINM 7Y DINNNN DINPR DY NYIIT 29D POIN IWANN NOIYNN.12.1.3.1
DOYIPR NOINX 12 DMNADV NI, NYI TP DXIAN) ,0MHNN DNV YN
N 9117 MOIYN ,NIONN MDIYN ,0ONTY NMI2ID PHRINN DY 1IWNNNT MOIWHN
PNRYAN DY NNYPNN MNYIL MOIAN MADN MDY WiFi mdyn 07001

DONIN DXIPIVIINL DMIVNNN DIDIINN YN DNN) NOONRA TINNN NOIWYNN.12.1.3.2
SNMP - V2/V3,SYSLOG, SMTP, Windows event log, HTTP, XML : nnab

91 NN 299 AGENTLESS w/ AGENTS oy nTiay avwaNn noaynn.12.1.3.3
FortiGate Firewalls & Forti : ©v11T0 (agents) — 021010 NXXYIY .PRITHN
Switch , windows ,ESET , SIP , Linux ,MS-SQL ,MS Exchange 365
.,CyberArk 11S. SharePoint

DYOMN 2 HYY NNDIND , AN NNNA YSIANN NIIWNN PDIT P2 NNVPNN.12.1.3.4
WY DNINNIN OPIIIN

NN OPIN N .12.1.4

JURIN NI NPXINPY TIXNINOPIN VD 15N NOIWYNN.12.1.4.1

VTN NNVIANOYPN N DI DIPIN VD PION NIIWNN.12.1.4.2

TANN PN AWR L,DPIN NIHD TNXO NN DP WHNWN punn paon noynn.l12.1.4.3
NP nNd

TPNRN DMV DOYIPN NIAVNN , DI PR TINN NMINAY IWINY DPIND NVN ) ININ.12.1.4.4
DMWY YN MNPNN DNY DI PNX NATXN THN YN

,DOPIN ITHNY DORIND MYNNNN DY MNY MWD NN IWINN NOIWNN.12.1.4.5
N0 NNY DIV IN NNIANN NYTIN NPON ,INIT NNYDY ,0IPD N¥IN D

SV PNPDN : NI DNP YN DIYPN P2 TPSININD 7IXONP IWONN NOIWNN.12.1.4.6
NYNPN MND P2 PXONP L0195 51002 PR IMX DY DOPYNn oD
VTN DY NPT AN MIXD 1) NINITI OMY DOYIPN P NPIYNP NP

LYXINN PO DMVDILLD DMVNII HY DXODIANN DOPIN NITIN IVINN NOWNN.12.1.4.7
DT MPTN

T2 ,1N90WN NTAYY 52PN DNPYTIY OXPIN NNIT NINN PION NOIYNN.12.1.4.8
SNXMTINIAYN N IMPPN XTND NIVN PIN PIND IWIRNOY

NINY T 1NN ,0MNVDN OINN) DN DOVTN DPIN NPITL IWANN NOIWNN.12.1.4.9
J2VNNY YT DD HY YDOLPRITVI JIPINA OIPIN
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I 2P ND TN DNNTI TODIVON MDY DOPNN WHNWN PYNN NN NN8N1.12.1.5.3
YAYY YHNNWN 299 DNNIN DNSN VNI DMWY MTY 29D DNMN NN PINID P
NNPNNN NMY MNII MNSN NHRND IVANOY D) NN WHRNYND PYNN ,INYIN
177121 12123 N3N NNXN TN NP (MY 22557 M197) NNIITI) M) NMINN

ANNN OV

INYT APSM NPN,NMAN MDD HYDNN NN PYWHNN D051 NoyNn.12.1.5.4

;DWW MIMT .12.1.6
(VI TY TYINN) YT ONN 29D NTID DM NINYTN YD) : DIWITI MINT

YT NPN DN MYINN MND.12.1.6.1

NP2 MNOWN MNXINNN.12.1.6.2

.90 NN %9 MININN OND.12.1.6.3

70N 297 0V, [P N2IND 295 ,4T0 MY/ 5I1PI0VII9 %90 MININD MND.12.1.6.4

.MNNY DN DOPIN MITY 987299 WNRNWN DXINRNIN NINYT.12.1.6.5

N2y 02210 DD NMINYT NNIYI VI WNNN.12.1.6.6

DMIVPON INITA DNNOM OVMVIN JDINI MNT NPON PHITN IVAND NOIWNN DY.12.1.6.7
DMNOLDIN YT NPNYY YN NONN .12.1.7

DOVPR NPNN NIVY MY DY NNLY DRI NONX NVLY DN NOIYHN.12.1.7.1
NNV

LDOYIPN DIN PININ POON NOIWNN.12.1.7.2
SNK VNI DI N/ TINRN 29D DPNVOIN DINNI NPINN NID IWINN NOIYNN.12.1.7.3
(IR 7)) ¥R NNLIAN YIPNX HY NIPHN NANN INS NHYON .12.1.8

NV PHRINN ITIVNAD NYIN NINND NTIAY 2IPDNM NNNN 29770 NN VI WP .12.1.8.1
NN NINMT TY NAND TN OV NYIN DOUYNTN YN NNLVIN YN NV
NI TIPIND NOIWNN
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9N MYV 3 TY NNAY NN : NADV 71939 NIIYN

P WX (SMS, WhatsApp, Telegram) ©:)70m) MyTin NYapo MY Tvn Dy Pooin.13.3
ATHNY MPYN NHONA PHRIN O PPAN YYD PN

MPPYNN PINI MK PPNNY WIT PADM (PODN MYXNNI KY) MY NI IR TP WY PRINN.13.4
379070 NNDNOYTIND

PHRIIN MY XN MDY NPIRNND IXINN RN NN YNNI NI, NNINDN WD 320 .13.5
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.DNWYD DD DN
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YNYA, YNNI NN TIAIN NN IR NN NYNN NIV 1PIN 22990 NN DY NN
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